YOK 621.311.49

3acyxuHa Onbra AnekcaHgpoBHa,
OoueHT, AHrapCKUn rocygapCTBEHHbI TEXHUYECKUI YHUBEPCUTET,
e-mail: olga_a_z@mail.ru
ManuHunH Hukonan KoHcTaHTMHOBMY,
obyvatowmincsa rp. 39-22-1, AHrapckmin rocyaapCTBEHHbIV TEXHUYECKUA YHUBEPCUTET,
Ky3HeuoB Makcum EBreHbeBuy,
obyvatowmincsa rp. 39-22-1, AHrapckmmn rocyaapCTBEHHbIV TEXHUYECKUA YHUBEPCUTET,
NyceB Unbs MNpuropbesuny,
obyvatowmmncs rp. 39-22-1, AHrapckmim rocyaapCTBEHHbIN TEXHUYECKUA YHUBEPCUTET.
NMPUMEHEHWE TEXHONTOMMA MHTEPHET BELLEEM B 3HEPTOCUCTEMAX
Zasukhina O.A., Malinin N.K., Kuznetsov M.E., Gusev I|.G.
APPLICATION OF INTERNET OF THINGS TECHNOLOGIES

(INTERNET OF THINGS, 10T) IN POWER SYSTEMS

AHHOTaIJ,VIﬂ. PaCCMOTpeHbI BOMNPOChI NPUMEHEHNA U NMPOHUKHOBEHUA TEXHONOrMn UHTEpHeT
Bewen (Internet of Things, |0T) B aHeprocuctemax, AOCTOMHCTBA U CIOXHOCTU nNpumMeHeHuns 0T, ad-
PEKTUBHOCTb UCMOSb30BaHMSI.

KniouyeBble croBa: TexHOMorMu MHTEpHeT Bewen, uudgpoBmsauus, becnpoBogHasa CeTb,
smart grid, aHeprocuctema, MHTENMEKTyarbHbIE YCTPOWCTBA, 0OMnayHble TEXHOIOMW, OHNamH-CepBUc.

Abstract. The issues of application and penetration of Internet of Things (IoT) technology in
power systems, advantages and difficulties of 10T application, efficiency of use are considered.

Keywords: Internet of Things technologies, digitalization, wireless network, smart grid, power
system, smart devices, cloud technologies, online service.

MpumeHeHne TexHonormn NHtepHeT Bewen (Internet of Things, 10T) B TexHo-
NOrMYEeCcKN U30NMPOBAHHBLIX SHEPrOCUCTEMAX MOXET 3HAYMTENbHO YNyYLWnNTb UX 3d-
PEeKTUBHOCTb U HaOeXHOCTb. YcTpouncTsa 0T, Takme Kak cCMapT-CHETUYNKU, OATUUKN U
ynpaBnsiemble Harpysku, Moryt cobupatb M nepepaBaTb AaHHble O noTpebneHun
3Hepruu, ctatyce obopyooBaHNA U YCNOBUAX OKpYXatowwen cpebl. ATO No3BonseT
onepaTtopam cuctembl 6ornee TOYHO MOHUTOPUTbL U YNPaBnAaTb 3HEProceTsaAMM, ONTu-
MU3MPOBAaTb pacnpeneneHne aHeprum 1 NpUHUMaTh BbICTpblEe pelleHnst ans npeaoT-
BpaLLleHNsa 0TKa3oB 1 cOoeB.

NHTepHeT Belwen (IoT) — aTo ceTb, KOTopasi MOXET COeAUHUTL JIoBoMN 06BHEKT
¢ NHTepHeTOM Ha OCHOBe MpoOTOKOSa Ana obMeHa WHdOopMaunen u CBs3U Mexay
PasfiMyHbIMU UHTENNEKTyanbHbIMW YCTPONCTBAMU ANt AOCTMXKEHUSA Lenen MOHUTO-
PUHra, oTCNeXxuBaHus, ynpaBneHus u onpeaeneHns MeECTOMONOXKEHUS.

NHTepHeT BeLlen hoKkycmpyeTcs Ha peanu3aumm Tpex OCHOBHbIX KOHLENUUn,
a UMEHHO OPUEHTUPOBAHHbLIX HA BELLW, OPUEHTUPOBAHHBLIX HA IHTEPHET N OpUEHTU-
POBaHHbIX HA CEMAHTUKY:

o KoHuenuus, opuMeHTMpOBaHHas Ha BeLUW, BKIKOYAET WUHTENNeKTyarbHble
ycTponctea, Takme kak RFID-meTku, gatyvku, npuBoabl, KaMepbl, Na3epHble CKaHe-
pbl, rnobanbHyto cncteMmy noauumoHnposanunsa (GPS) n NFC.
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o KoHuenuus, opueHTnpoBaHHasa Ha VIHTepHeT, obecneumBaeT CBA3b Mexay
NHTENNeKTyanbHbIMW YCTPONCTBAMU C MOMOLLLIO pasfUYHbIX TEXHOMOMMA CBA3N, Ta-
knx kak ZigBee, WiFi, Bluetooth, cotoBas cBA3b 1 nogkntovaeT ux Kk IHTepHeTy.

o CemaHTU4eCKM OpUEHTMPOBAHHAA KOHUEeNuMs peanusyeT MHOXEeCTBO
NPUNOXEHN C NOMOLLBIO MHTENNEKTYaNbHbIX YCTPONCTB.

B obnactn pacnpegeneHus anektpoaHeprun |oT MOXHO mMcnonb3oBaTb Ans
pacnpegeneHHon aBToMmaTmnsaumn, a TaKke Ans yrnpasrneHus onepaumsmm n obopy-
[OBaHMEM.

B obnactun ucnonb3oBaHust aHeprm 0T MOXHO MCNONb30BaTb ANS YMHbIX
[OMOB, aBTOMaTU4YECKOr0 CYMTbIBAHMUS MOKa3aHUM CHETUYMKOB, 3apsakv U paspsaku
anekTpomobunen, ana cbopa uHdopmauum O NOTPeBneHUn 3Heprun ObITOBbIMU
npubopamu, KOHTPOSS Harpysku, MOHUTOPUHIa U yrnpaBrieHUs1 3HeprodadeKTUBHO-
CTbO U yNpaBneHns notTpebrneHmem aHepruu.

[MpUMEHNTENBHO K 3NEeKTPO3HepreTnke, pedb naeT o CnocobHOCTU ceTen aB-
TOMaTUYeCKN MHAPOPMUPOBATE O CBOEM COCTOSAHMU, TO €CTb O KONM4ecTBe noTpeb-
nsemon aHepruu, ee pacnpeneneHuy, 06 aBapuUnHbIX UM BHELITATHbIX CUTyauusax
n Tak ganee. CeTb BbINOMHAET YacTb paboTbl, KOTOPYK paHblue aenan obcnyxu-
BalOLLMIN nepcoHan. B ocHOBHOM 3To kacaeTcs cbopa AaHHbIX.

Y nogobHOM CUCTEMBbI €CTb HECKONbKO YPOBHEW. Ha ypoBHe reHepaTopoB
«ounpoBaHbl» MOryT OblTb BCe napameTpbl paboTbl reHepupyrLLNX MOLLHOCTEWN,
BKIOYas 3anacbl TONMMBa, HEOOXOAMMOCTb NSIAHOBOrO PEMOHTA U TEXHUYECKOro 06-
CNY>XUBaAHWS, Harpy3Ky 1 Tak ganee. 3To NO3BONSAET BOBPEMSA NepeknoyaTb MOLLHO-
cTn, 6onee ka4eCTBEHHO MMaHMpoBaTb OOCMNYXMBAHWE U PEMOHTbI, YTO, HECOMHEH-
HO, CHWXXaeT 3aTpaTbl, a Takke obner4aeTt KOHTPOSIb 3@ HECAHKLNOHUPOBAHHbIM MOA-
KrNtoYeHMeM 1 BOPOBCTBOM.

BTopoln ypoBeHb — apxuTekTypa camMOW CeTu, KoTopasi cTaHoBuTCca Gonee
AeueHTpanun3oBaHHoN. Takaa 6ecnpoBogHas ceTb paboTaeT Tak Xe, Kak B CeTb 00b-
€VHSAI0TCS, CKaXeM, 0bbl4HbIE KOMMBIOTEPbI UM MOOUIbHbIE YCTPONCTBA.

Ha ypoBHE BO3MOXHOCTEN AONsi NOTPEOUTENENn 3HEPrum nosiIBASKOTCA HOBbIE
cepBucCbl. bonbluas YacTb M3 HUX CBsI3aHa C TeM, YTO Yy noTpebutenen nosasnsaeTcs
BO3MOXHOCTb CrneguTb 3a notpebneHnem 3neKkTposHeprMm B peasibHOM BpeMeHU
N C MakcMmaribHOW getanuaaumen, BnnoTb OO KOHKPETHOro yctponcTtea. Ecnu roeo-
PUTb O KPYMHbIX NOTPEOUTENAX, TakKNX Kak NpeanpuaTna unn GmusHec-ueHTpbl, TO OHK
MOryT OTCreXxuBaTb HeLOOpPOCOBECTHLIX apeHAaTopoB. Hanpumep, MOXHO BbISIBUTb
Tex, KTo nepebupaeT C anekTpoaHepruen, nogknovaet 6onee MoLHble YCTPOUCTBA,
YyeM 3TO paspeLleHo. Takke CTaHOBUTCHA BO3MOXHbIM TOYHEE onpeaensiTb NUKoBble
Harpy3ku. A KOHeYHble Nosfib3oBaTeNy CMOryT NnaHupoBaTb 6onee paBHOMeEpPHOE UC-
Nnofib3oBaHne 3Hepruu, nsberas 0gHOBPEMEHHOMO BKITHOYEHUS HECKOSTbKMX MOLLHbIX
YCTPOWCTB, a TakKkKe aBTOMaTMYecKM nepeknodats obopyaoBaHue Ha paboTty
no 6onee gewesbiM Tapudam B HOYHOE BPeEMS.
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KnioyeBoe oTnuymne nogobHbIX CepBUCOB B TOM, YTO OHWM cobupatoT MHOop-
MaLMIO He 3a KaKOW-TO MNepuoA, a 3aTeM aHanusnpyrT «UCTOPUYECKU», a Tenepb
UMEKT CTaTUCTUKY B pearbHOM BpeMeHu. Ckaxem, paHblue Bbl NepenucbiBanu no-
KasaTenu cyeTymka pas B Mecsl, a Tenepb B NPUNOXEHUN BCIO MHOpMaLUIo MOXHO
YBUAETb B KaXAbl KOHKPETHbLIN MOMEHT. 3a c4eT 3TOro M CTAHOBUTCH BO3MOXHbIM
bornee MHTEHCMBHOE MCMNOMb30BaHWe OeLleBon 3Heprun n 6onee aKOHOMHOe — [0-
poron, a TaKkke MUHUMMU3ALNS MUKOBBIX Harpysok, bonee TOYHOE MnaHMpoBaHue Uc-
Nnofib30BaHNA MOLLUHOCTEW. [pyruMmn crnioBamn, YCTPOMUCTBA HUYEro He «3Hanm»
0 ceTAaAX, K KOTOpbIM MOAKMIOYEHbI, a Tenepb CMOryT «3Hatb». [lpeacrtaBbTe, 4TO
Bbl ejeTe Ha MallnHe Ny Bac HeT MHdopMaunm O JOPOXHOW cuTyaumn. W BOT nosi-
BUNCb CUCTEMbI, OToOpaxatowme Tpaduk. Tenepb MOXHO BblibupaTb Aopory,
MO KOTOPOW MOXHO ioexaTb ObiCTpee unu gellesne.

MBKOCTb QHEProcUCTeM M ydeT NoTpebrieHusi, KOTOpPbIA MO3BOMSET MPUATH
K aHanutnke 60nblUMX OaHHbIX, MO3BOMSAKT BKIIOYUTL B C€Tb OOMbLUOE YMCNO pac-
npegenieHHbIX WUCTOYHUKOB reHepauum aHeprun. [loaTomMy npoHUMKHOBEHME |oT
B 9HEpPreTMYecKyto oTpacrib Takke NoacTerHeT pa3BuTUE Manown aHepreTuku (Smart
Grids) n nogknoyeHne anbTepHaTUBHBIX MCTOYHUKOB 3Heprn. Hanpumep, HeCKosb-
KO HEDOONbLUMX NPOM3BOAMTENEN 3HEPIUM (CKaXkeM, NoACTaHUNIN, cobupatowmx aHep-
M0 C BETPSKOB) CMOryT OO6beaAWHUTBbCS B BUPTYalnbHYK CTaHUMIO W npegnaratb
3HEepPrmio 4OMOX035MCTBaM.

Tem He meHee ocTaeTca Bonpoc 6esonacHOCTM MNOAOGHbLIX  ceTeu
B 3HepreTuke. Hy>xHO NoHMMaTb, YTO YeM MpoLe cucTema, TeM OHa HagexHee. No-
aToMy pobaBrneHve HOBbIX 3M1IeMEHTOB — BCE HOBbIX [AaT4YMKOB, BCE HOBbIX YCT-
POWCTB AJ11 MOHUTOPUHIra — He JernaeT ee HafexHee. TeM He MeHee B LiefloM 3Hep-
reTmyeckass cuctema c npuxogom TexHornorni |oT cTtaHOBUTCA HagexHee VMMEHHO
NOTOMY, YTO 3hppeKkT AocTuraeTcs 3a cHeT H6onbLIero KOHTPOSA, MCNOMb30BaHNSA O0-
NONHUTENbHbIX ANIEMEHTOB YrpaBreHusa n gpyrumu cnocobamm. Ho ctTont oTMeTUTb,
4YTO 6E€30MacHOCTb MHTEPHETA BELLEN — CEPLE3HbIN U akTyanbHbIA BOMpPOC.

OcHoBHasa cnoxHocTb anga Bcex loT-cuctem, B YAaCTHOCTW, B SHEpreTuke —
3TO «300MapKk» CTaHgapToB, NPOTOKOMOB, bopmaToB W npoyero. Bce ycTponcTea
AO0SKHBI ObITb COBMECTUMBI, Torga ux dyaet nerko o6beguHAaTb B CETb.

lMepenaBaeMble AaHHblE JOCTATOMHO HebonbluMe Mo 06beMy, NOITOMY IHEp-
roapPeKTUBHbIE U HU3KOYACTOTHbIE KaHambl CBA3WM UMEKT OOMbLUYy0 NepcrnekTuBy
ans loT. MobunbHas n cnyTHUKOBas CBSA3b M30bITOYMHA AN TaKMX YCTPOMUCTB.

Bornblylo CNOXHOCTL NPEeACTaBAT arperaumsa U xpaHeHue AaHHblx. Heob-
XOOUMO NosiIBfIEHME TaK Ha3biBaeMoro cpeaHero yposHs middleware, kotopbin 6yaet
3aHMMaTbCAa arperaumen, Hopmanusaumen u aHHOTUPOBAHMEM pPa3pPO3HEHHbIX AaH-
HbIX. OTO MOMHOLUEHHbIE CEMAHTUYECKME CUCTEMBI, KOTOPbIE Kak pas u npuaarwT ce-
TAM «UHTennekTyanbHoCcTby. OBpaboTka [aHHbIX Ha YCTPOMCTBAX WUMEET OrpaHu-
YEHHbIN NoTeHuMan: B HAX OCTAaTOYMHO MpOCTas fiorMka, a MHorne 3agaym obpaboT-
KN OaHHbIX TPEBYIOT NOrnkn 6onee BbICOKOrO YPOBHS.
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CerogHs anemeHTbl loT-cucteMm yxe MpuWnM B 3HEPreTUYeCKy OTpacib.
Ha camom gene noyTtu Kaxabii npon3soauTens 06opyaoBaHua cenyac npegnaraet
4yTO-TO nNofobHoe. Bce 3aBUCUT OT KOMMMEKCHOCTU BHEOPEHWUSA, HACKOSIbKO CUMbHO
peLmn C3KOHOMUTL 3akasyuKk. B poccumnckux aHeproceTax coBpemMeHHoe obopyno-
BaHME yxe UngpoBoe, Tak YTO Ha reHepupyowmx npeanpusatmusx, Ha anekTpocTaH-
umnax, raoe yxe Oblna npoBedeHa MOAepHU3aUMs UNKU rae TOSNbKO YTO NOCTPOMnu
CeTb, KaK NpaBuno, cTeneHb NPOHMKHOBEHUSA |0T-cucTteM gocTaTOYHO BbicOKad. YTo-
Obl TEXHONOTMN NPUXOANNN B SHEPreTUKY ObICTpee, HYyXXHbl 3aKoHoAaTe bHble U3mMe-
HeHWss (HanpuMmep, CTaHgapTu3auus MpOTOKOSIOB, BBedeHMe 00a3aTenbCTB
no cuctemam TenemeTpum n aBTomaTuku). Cenvac cos3gaH TexXHUYECKUA KOMUTET
npy PocctaHgapTe, KOTOPbIM 3aHUMaeTCsl B TOM YUCHe U 3TUMKU BONpOCaMu.

Ha cerogHsawHW geHb B poccuinckon aHepretuke loT-texHonormm (Internet
of Things) npumeHsAOTCA B ABYX OCHOBHbLIX HanpaBIiEHUSIX: CHWXXEHWE 3SHeprono-
TpebneHns U KOHTPOSb TEXHUYECKOW MCMpaBHOCTM 06opyooBaHUA ANa npeaoTspa-
WEeHUss aBapUWHbIX CcUTyauun. TexHonormmM UuHTepHeTa BeleWn OCHOBaHbI
Ha TenemMeTpun U TeneynpasreHnun, MO3TOMY WCMNONb3yTCA B OTpacnu Ans no-
CTPOEHUA «YMHbIX» CETEN U MHApacTPyKTypbl Smart Grids npu nomowM gaTymMkoB
N CEHCOPOB, NOAKMIOYEHHbIX K 06LeMy 06navyHOMy UK OHNanH-cepBUCy.

Cuctema TeneynpasneHus B 9NeKTPO3HepreTuke no3BonsieT MOHUTOPUTb CO-
CTOSIHWE CeTel B peXrMe OHIlanH, COXpaHATb AaHHble Ha obnayvHblX cepBucax, on-
pefenaTb CTeneHb pucka AanbHenwen akcnnyatauum obbekta u HeobBXOAMMOCTb
9KCTPEHHOro BMeLlaTeNnbCTBa PEMOHTHO-CEPBUCHBIX CIYXO.

OKOHOMUYecknn adpdekT oT BHeapeHus loT B anekTpoaHepreTuke Ao 2025
roga B Poccum moxeT coctaBuTb okono 532 mnpa pybnen. locteneHHo, Koraa
npeacTtaBuUTenn CeTeBblX KOMMAHWA  yYBUAAT  BbIrogy  OT BrOXeHuh B lOT-
NHPACTPYKTYPY, KONMYECTBO TakuUX YCTPONCTB ByaeT yBenuumBatbcd. To xXe camoe
Mbl BUOENN, HANpUMep, Co CBETOAMOAHbLIM OcBeLLeHeM. Elle HeckonbKko neT Hasag
970 BblNa 3K30TKKa, a cenyac, Tak kak bBusHec 0co3Har 1 Ha CBOEM ONbITE NPOBEPUST
CHWXEHME U3epPXKeK, CBETOAMOAbl Ha KaXaoM Luary.

Poccunckne npoussogutenn obopynoBaHWa u nporpamMHoro obecneveHus
ANa NpeanpuaTMin TOMAMBHO-3HEPreTUYeCcKoro KOMMIiekca akTMBHO paspabaTbiBatoT
WHHOBAUVOHHbIE NMPOAYKTLI AS151 TPUMEHEHUS BO BCEX CErMEHTax 3HEPreTUKM:

e reHepauus,

« repefavda u pacnpegerneHue,

e COBIT,

« noTpebneHne.

CornacHo pacnopspkeHuo npesungeHta P®, aHeprokomnaHum obsizaHbl npu-
obpeTaTb poccumnckoe nporpaMmmHoe obecneyeHne 1 aNeKTPOHHbIE KOMMOHEHTbI A4S
BHEOPEHUS UHTENNEKTyanbHbIX CUCTEM YNpaBfieHUsl ANEKTPUYECKUMU CETAMU. ITO
CTUMYNMPOBANio yBENUYEHWE CNpoca Ha TakMe OTevYeCTBEHHble pa3paboTku, Kak
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LPWAN-TeXHONOrMn, CUCTEMbl NPOrHO3HOIO MOHUTOPUHIa 3HEepPreTuyeckoro obopy-
[0BaHUA U ApyrMe MHHOBAUWOHHbIE NPOAYKThI.

BHegpeHne loT-TexHOMormn B pOCCUNCKYIO 3HEPreTUKy MO3BOSUT MOBLICUTL
3(ppekTUBHOCTL paboTbl OTpacnM Ha BCex 3Tanax, ONTUMU3NPOBATb pacxopbl
1 NPOCTUMYNNPOBAaTb Pa3BUTME HOBbIX MICTOYHUKOB SHEPTUU:

e BO306HOBMSEMbIX NICTOYHUKOB 3HEPIUM,

e KOMBUMHMpPOBaHHasi reHepauus ANeKTPOIHEPrn 1 Tenna (KoreHepaums),

e MUKpOreHepauus.

Hanpumep, wucnonb3oBaHue TenemeTpum U TeneynpasneHns Ha obbekTax
SHepreTukun B 15 pa3 yckoput nepegady MHopMaumm o BO3MOXHOM BO3HUKHOBEHUM
aBapuMHOM cCUTyaLuu, U COOTBETCTBEHHO, YMEHbLUUTbL BPEMSA Ha YCTPaHEHWe yrpo-
3bl.

Cenyac npumepHo 60 % NpOMBbILLNEHHBIX NPeanpUATUA B Poccumn ncnonb3yroT
unun tTectmpytoT loT-TexHonornn. OxunaaeTcs, 4to B Gnvkanwme 2-3 roga obopoT
pblHKa MHTEpPHeTa Bellen B Poccumn ysennumtcsa B Tpu pasa. OCHOBHbIM ApaniBEPOM
pa3BUTUA CTaHeT MaclTabHbIM 3anycK CeTen NATOro NOKONeHNa MOBUITbLHON CBA3N
(5G), koTopble Hanbonee nogxogaT Ana nepegaynm 60MbLWNX AAHHBIX B 06NaYHbIX
cucTemax.
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